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Abstract

Notwithstanding the substantial investments in cybersecurity, organizations continue
to succumb to breaches caused by human factors. This study investigates the hu-
man elements that contribute to cybersecurity vulnerabilities and proposes effective
strategies to mitigate them. Through a mixed-methods approach, involving surveys
(n = 100) and expert interviews (n = 35), we identify key vulnerabilities : limited
awareness, susceptibility to phishing, and weak password practices. Our research
reveals a concerning gap between security training and actual behavioural change. To
combat these vulnerabilities, we advocate for a multi-faceted approach : (1) continuous,
interactive security awareness training, (2) fostering a strong security culture, and
(3) overcoming resource constraints and employee resistance. By implementing this
comprehensive strategy, organizations can significantly strengthen their human firewall
and reduce the risk of cyberattacks. This study contributes to the understanding of
human factors in cybercrime and provides actionable insights for organizations to
strengthen their digital defences.
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While technological solutions are essential, human

1 Introduction factors like employee awareness and behavior signifi-
cantly influence an organization’s security posture. Cy-

The ever-increasing cost of cybercrime, estimated at bersecurity incidents have become a growing concern for

$6 trillion globally in 2021 (CSIS, 2021), highlights the organizations worldwide, as the reliance on digital tech-
critical need for robust cybersecurity measures. nologies and the interconnectedness of systems increases.
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Cybersecurity incidents have become a growing concern Buhaug, 2021).

for organizations worldwide, as the reliance on digital
technologies and the interconnectedness of systems in-
creases. While technological measures play a crucial role
in mitigating cyber threats, the human factor also plays a
significant role in shaping an organization’s security pos-
ture (Lallie et al., 2021). Human factors such as employee
behaviors, awareness, training, and decision-making can
either contribute to or undermine the effectiveness of cy-
bersecurity measures. Understanding the impact of hu-
man factors on cyber security incidents and developing
effective mitigation strategies is critical for organizations
to enhance their cybersecurity posture. Globally, the num-
ber of cybersecurity events is increasing, and these at-
tacks can have catastrophic effects. Cybercrime is pre-
dicted to cost the globe $10.5 trillion a year by 2025, up
from $3 trillion in 2015, according to a report by Cy-
bersecurity Ventures. Financial losses, brand harm, legal
repercussions, regulatory issues, and even concerns about
national safety can all be caused by cybersecurity events.
Cybersecurity threats are continually changing, and new
attack methods and vulnerabilities are being discovered
daily. To avoid and reduce cybersecurity events, it is cru-
cial to adopt efficient cybersecurity procedures and struc-
tures (Amato et al., 2020).

Technical fixes like firewalls, spyware, systems for iden-
tifying and preventing intrusions, and encryption have
traditionally been the main focus of security. These tech-
nology options, however, are insufficient on their own to
handle the increasingly sophisticated and varied cyber-
security threats. The way people behave and make deci-
sions has become a key factor in cybersecurity methods
and systems. Studies have demonstrated that human ele-
ments, including staff mistakes or ignorance, threats from
insiders, and social engineering techniques, are what lead
to or enable the majority of problems related to cyber-
security (Ansari et al., 2022). There are several ways that
human factors might affect cybersecurity. Employees may
participate in dangerous practices including sharing lo-
gin information, installing prohibited software, or crea-
ting weak passwords. Employees could unintentionally
click on a harmful link or attachment, fall prey to phi-
shing scams or social engineering tricks, or divulge pri-
vate data to outsiders (Farheen, 2022). Employees or
contractors may mistakenly or willfully create informa-
tion leaks, theft, or destruction of systems and networks,
which may also be a substantial source of cybersecurity
problems (Zeraati et al.. 2020). It is unclear how hu-
man variables affect cybersecurity events and mitigating
tactics. There is a dearth of thorough research that can
guide the creation of successful methods and interven-
tions to lessen the influence of human behavior on cy-
bersecurity events and mitigation techniques. This study
aims to examine the effects of human factors on cyberse-
curity events and mitigation measures, as well as suggest
tactics and interventions to lessen such effects (Von &

1.1 Research Problem

The growing frequency and complexity of cyberse-
curity incidents highlight the critical role human beha-
viour plays in overall security posture (Ansari & Hashem,
2022). While advancements in technology offer some pro-
tection, human decision-making, motivations, and adhe-
rence to security protocols significantly influence the ef-
fectiveness of any cybersecurity strategy. Despite this re-
cognition, significant research gaps hinder our ability to
fully address human-related vulnerabilities.

Existing research often focuses solely on technologi-
cal solutions or examines human factors in isolation. This
fragmented approach fails to capture the complete pic-
ture (Willison, & Siponen, 2019). We need a more ho-
listic approach that integrates human-centric strategies
and fosters ongoing collaboration across all levels of an
organization (Oladipo et al, 2024). Additionally, current
research often adopts a one-size-fits-all mentality, neglec-
ting the importance of industry-specific vulnerabilities
and tailoring mitigation strategies accordingly (Georgia-
dou & Papagiannopoulos, 2021 ). Ethical considerations
in social engineering research are also paramount and
require careful design to avoid unintended consequences
(Craigen, 2019). Furthermore, practitioners lack clear gui-
dance on selecting the most appropriate mitigation stra-
tegies for their specific needs (Arivapala, & Hewa, 2020).
To truly enhance security, we need to move beyond tech-
nology centric solutions and embrace a people-centric ap-
proach (Klein & Burnett, 2017). This requires a deeper
understanding of human factors in cybercrime, including
how human behavior influences phishing reporting. Ho-
wever, further research faces several challenges. Collec-
ting and analyzing robust quantitative data on human
behavior and cyberattacks remains a hurdle (Zheng &
Yen, 2019). Isolating variables involved in human cyber-
security interactions is also challenging and requires in-
novative research designs. Additionally, much current re-
search lacks strong empirical validation and suffers from
limited generalizability.

Limited empirical research exists on the effectiveness
of various mitigation strategies for human-related vulne-
rabilities (Ansari, 2022). While existing research acknow-
ledges the diverse impact of human elements on cyberse-
curity incidents, we lack a comprehensive understanding
of how specific human factors influence the beginning and
end of such incidents. This includes understanding how
human relationships and behavior contribute to both the
origin and resolution of cybersecurity issues. The conse-
quences of cybersecurity incidents can be devastating,
leading to reputational damage and data breaches. Ad-
dressing these vulnerabilities requires a comprehensive
understanding of human behavior and interaction in the
cybersecurity landscape. Both employees and partners
play a crucial role. Intentional or unintentional risky be-




havior, such as clicking on malicious links, can create
significant internal security threats. The current lack of
understanding about how human factors influence cy-
bersecurity events and mitigation strategies represents a
significant gap in our knowledge. To effectively address
human-related threats, we need a comprehensive and in-
tegrated research approach that considers the complex
interplay of human factors in cybersecurity.

1.2 Objectives of the Study

This study aims to address assessment of human fac-
tors on cybersecurity incidents and mitigation strategies.
The specific objectives of this research are to :

1. Design a human-centric framework for cybersecu-
rity incidents and mitigation in organization.

2. Assess the effect of (employee behaviours, aware-
ness, training, and decision-making) human-centric
towards cybersecurity incidents.

3. Identify and evaluate effective mitigation strate-
gies that organizations can implement to address
human factors contributing to cybersecurity inci-
dents.

1.3 Conceptual Framework

The conceptual framework for this study as illustra-
ted in ‘Figure 1’, provides a visual representation of the
variables and concepts related to the research problem,
as well as their interrelationships. This framework serves
as a foundation for understanding the complex dynamics
of the research topic and guides the investigation into the
factors that influence cybersecurity behavior.

1.4 Review of Related Studies

Whereas, advancements in cybersecurity technology
have bolstered defenses, human factors remain a signifi-
cant and under-researched vulnerability. Human errors,
insider threats, social engineering susceptibility, and other
human-related weaknesses pose considerable risks to or-
ganizational cybersecurity posture (Johnson, 2019). Ho-
wever, a dearth of comprehensive empirical research exists
regarding the specific ways human factors contribute to
cybersecurity incidents and the effectiveness of mitiga-
tion strategies. This lack of understanding hinders orga-
nizations’ ability to develop targeted interventions and
enhance their overall cybersecurity resilience (Chen &
Li, 2020). Oladipo et al. (2024) explored the relation-
ship between human factors and cybersecurity in Fin-
tech, conducting a literature review that revealed hu-
man factors significantly impact cybersecurity effective-
ness, user interface design, cybersecurity awareness, and
education. However, the study highlighted the need for a
holistic approach, integrating human-centric strategies,
and ongoing collaboration to address these issues. Yash

Strategic
Solutions

Human-Centric
Cybersecurity

Independent varizhle

Dependent variable

Mediating variables

FIGURE 1 — The conceptual framework .

Rastogi (2023) investigated the human factor in cyber-
security through social engineering, employing a quali-
tative research approach, case studies, interviews, and
thematic analysis.

The findings showed social engineering strategies, hu-
man vulnerabilities;, and demographic trends, but the
study had limitations, including a limited focus on hu-
man factors, insufficient attention to industry-specific vul-
nerabilities, and ethical considerations in social enginee-
ring research. Mahajua et al. (2023) developed a taxo-
nomy of human error prevention and mitigation strate-
gies in requirements engineering, conducting qualitative
analysis of two practitioner surveys. The study resulted
in a Human Error Management Taxonomy, categorizing
strategies into People, Processes, and Environment, but
highlighted the lack of guidance for practitioners on selec-
ting appropriate strategies for specific requirements pro-
blems. Rajabian Noghondar (2022) examined the impor-
tance of human factors on cybersecurity within organiza-
tions, conducting qualitative analysis of attitudes and be-
haviors. The study revealed human factors significantly
impact cybersecurity, and employees’ behavior and at-
titudes are crucial for cybersecurity resilience, emphasi-
zing the need for a people-centric approach to comple-
ment technology-centric cybersecurity measures. Zhibo
Sun (2022) conducted a human-centered analysis of cy-
bercrime and phishing reporting, employing a mixed-
methods approach with machine learning-based detec-
tion and qualitative analysis. The findings showed pri-
vate interactions in underground forums differ from pu-
blic activities, criminal collaborations exploit loopholes
in company protocols, and phishing reporting ecosystem
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has critical challenges, highlighting the need for a com-
prehensive understanding of human factors in cybercrime
and phishing reporting. Pollini et al. (2021) leveraged hu-
man factors in cybersecurity, integrating top-down and
bottom-up approaches with qualitative and quantitative
methods. The study revealed human factors and vulnera-
bilities impact cybersecurity risks, and conflicts between
cybersecurity rules and procedures trigger human vulne-
rabilities, emphasizing the need for a holistic and user-
centered approach to managing cybersecurity. Rodriguez
(2021) explored socio-technical factors in cybersecurity,
conducting qualitative analysis. The study revealed the
interconnectedness of human, organizational, and techni-
cal elements, but had limitations, including lack of quan-
titative data and difficulty isolating variables.

Pamela Goh, Loo Seng Neo, Xingyu Chen (2020)
highlighted the importance of a human-centric approach
in combating cyber threats, conducting a literature re-
view. The study revealed human errors are the main
cause of successful cyberattacks, and poor cyber prac-
tices lead to the exploitation of vulnerabilities, emphasi-
zing the need for comprehensive studies on relationships
between online human behaviors and cyberattacks. Wong

analysed using thematic analysis. NVivo software was
used to facilitate the coding and analysis process. The
quantitative and qualitative findings were integrated to
provide a comprehensive understanding of the research
questions. Member checking and peer review were em-
ployed to ensure the credibility and trustworthiness of
the research findings. By combining these methods, this
study aims to provide a comprehensive understanding of
the human factors contributing to cybersecurity breaches
and to offer actionable recommendations for mitigating
these risks.

2.1 Data Collection

This research employed a mixed-methods approach to
gain a comprehensive understanding of human factors in
cybersecurity. A self-administered questionnaire, distri-
buted online and in paper format to 100 participants,
assessed demographics, cybersecurity knowledge, secu-
rity behaviors, incident experiences, risk perceptions, and
feedback on existing security measures. In-depth, semi-
structured interviews conducted with 35 participants del-
ved deeper into these topics, exploring individual expe-

(2020) developed a cybersecurity culture framework, condudiences and thought processes related to cybersecurity.

ting a literature review and expert consultation. The

This combined approach yielded a rich dataset encom-

study identified key components, including leadership com- passing both quantitative and qualitative data, providing

mitment and continuous learning, but had limitations,
including limited empirical validation and challenges in
implementation. Smith (2020) explored human factors in
cybersecurity, conducting a literature review. The study
revealed key human factors, including phishing, password
management, and training effectiveness, but had limita-
tions, including limited empirical research on mitigation
strategies.

2 Methodology

This mixed-methods study employed a triangulation
approach, combining quantitative and qualitative research
methods to explore human-centric cybersecurity breaches
and strategic solutions as shown in ‘Figure 2’ A struc-
tured online survey was administered to a sample of 100
respondents, including employees, managers, and IT pro-
fessionals from medium to large-sized enterprises. The
survey instrument, developed based on a literature re-
view, was piloted to ensure clarity and reliability. Data
were collected on human factors, awareness, training,
decision-making, and mitigation strategies. Descriptive
statistics (e.g., frequencies, percentages) and inferential
statistics (e.g., correlation analysis, regression analysis)
were conducted using Python to analyse the quantitative
data. Semi-structured interviews were conducted with a
purposive sample of 35 cybersecurity experts, regulatory
authorities, and senior management representatives to
gain deeper insights into the survey findings. The in-
terviews were audio-recorded, transcribed verbatim, and

a robust foundation for analysis and the development of
human-centric cybersecurity best practices.

2.2 Data Analysis

The data analysis phase employed a comprehensive
and iterative approach, integrating both quantitative and
qualitative methods. Quantitative data from question-
naires was analyzed using descriptive statistics and in-
ferential tests (e.g., correlation and regression analysis)
to identify patterns, trends, and relationships between
variables such as cybersecurity knowledge and security
behaviors. Qualitative data from interviews underwent
thematic analysis, involving coding, categorization, and
theme identification, to uncover nuanced insights and
meanings. Data triangulation was employed to cross vali-
date findings across methods, enhancing the trustworthi-
ness and robustness of the results. The analysis process
was iterative, with ongoing data coding, categorization,
and theme refinement, ensuring a deep understanding of
the data and the emergence of meaningful patterns and
themes. This integrated approach enabled the identifica-
tion of key factors, relationships, and insights that in-
formed the development of human-centric cybersecurity
best practices.

2.3 Qualitative Insights

Thematic analysis of interview data yielded rich, nuan-
ced insights into human-centric cybersecurity. This ana-
lysis involved coding, categorization, and theme identifi-
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FIGURE 2 — Proposed Framework for Uncovering Insights and Enhancing Human-centric Cybersecurity.

cation, complemented by narrative and content analysis,
to uncover patterns, meanings, and experiences related to
cybersecurity. The analysis revealed an in-depth unders-
tandings of participants’ cybersecurity experiences, per-
ceptions, and behaviors, including challenges, barriers,
motivations, and contextual factors influencing practices.
Additionally, it exposed emotional and social aspects, po-
wer dynamics, and cultural and organizational influences
on cybersecurity. These qualitative insights provided a
deep understanding of human-centric cybersecurity, com-
plementing quantitative findings and informing the deve-
lopment of effective best practices.

2.4 Strategic Solutions

The Strategic Solutions component translated the re-
search findings into actionable recommendations, pro-
viding a roadmap for implementing human-centric cy-
bersecurity best practices. These solutions aimed to ad-
dress the identified challenges and barriers, leveraging
the insights gained from the qualitative and quantitative
analyses. These solutions prioritize a human-centric ap-
proach, encompassing security awareness training, user-
centered security system design, robust security proto-
cols, incident response planning, and continuous monito-
ring. This comprehensive approach aims to address the
identified challenges and foster a culture of cybersecu-
rity within organizations, ultimately protecting indivi-
duals and organizations in the digital age.

nrernationat Journa. o, uLtrarscipiinary research an

2.5 Reporting

The research findings, qualitative insights, and stra-
tegic solutions were presented in a clear and concise re-
port, using a variety of visualization tools and techniques
to facilitate understanding and engagement. The report
employed a logical structure with an executive summary,
methodology overview, results, discussion, conclusions,
and recommendations. Visual elements like infographics,
charts, and tables were incorporated to illustrate key fin-
dings, making the content accessible to diverse stakehol-
ders, cybersecurity professionals, organizational leaders,
and policymakers. This comprehensive report aimed to
effectively communicate the study’s outcomes, empowe-
ring informed decision-making and action toward enhan-
cing human-centric cybersecurity practices and promo-
ting a safer digital environment.

2.6 Data Analysis and Results

Comprehensive analysis of both quantitative and qua-
litative data gathered through questionnaires, interviews,
and observations. The data is displayed in tables to high-
light key themes and patterns related to human-centric
cybersecurity in Nigerian enterprises. This integrated ap-
proach provides a deeper understanding of the research
problems and objectives.

The tables above analyse the frequency and percen-
tage of human factors contributing to cybersecurity in-
cidents in organizations and the themes related to these
factors. The results show that lack of awareness is the
most common human factor (50%) and dominant theme

uman ractors, recemoer 5 s =




TABLE 1 — Human Factors in Cybersecurity.

Theme Frequency Percentage
Lack of aware- 8 57%
ness

Employee negli- 5 36%
gence

Phishing at- 4 29%
tacks

Weak password 3 21%
practices

Other 2 14%

TABLE 2 — Human Factors in Cybersecurity (2).

Human Fac- Frequency Percentage
tor

Phishing at- 25 42%
tacks

Weak password 20 33%
practices

Lack of aware- 30 50%
ness

Employee negli- 15 25%
gence

Other 5 8%

(57%), followed by phishing attacks (42% and 29%), weak
password practices (33% and 21%), employee negligence
(25% and 36%), and other factors (8% and 14%). The
findings indicate that lack of awareness is a significant
concern, with half of the participants (50%) attributing
cybersecurity incidents to this factor, and the majority
(57%) identifying it as a dominant theme. Phishing at-
tacks, weak password practices, and employee negligence
also emerged as notable contributors and themes, high-
lighting the need for organizations to implement robust
security measures, prioritize awareness training and edu-
cation, and address these issues through policies, proce-
dures, and employee training. The results suggest that
awareness training and education should be a primary
focus for organizations aiming to improve their cyberse-
curity posture.

Table3 presents the frequency and percentage of par-
ticipants’ awareness and training levels regarding cyber-
security. The results show that moderate awareness (42%)
and received training (50%) are the most common cate-
gories, followed by high awareness (33%) and no training
(50%). Low awareness (25%) is the least common cate-
gory. The findings indicate that the majority of partici-
pants (50%) have received training on cybersecurity, but
a significant proportion (42%) have only moderate awa-
reness. High awareness is reported by only a third of par-

Human Factors in Cybersecurity

Lack of awareness

Employee negligence

(Cther

Phishing attacks Weak password practices

F1GURE 3 — Pie chart of Human Factors in Cybersecurity.

TABLE 3 — Awareness and Training.

Awareness/Trai Frequency Percentage

High awareness 20 33%
Moderate awa- 25 42%
reness

Low awareness 15 25%
Received  trai- 30 50%
ning

No training 30 50%

ticipants (33%), and low awareness by a quarter (25%).
These results suggest that while training is widespread,
awareness levels are still needed to be improved to ensure
effective cybersecurity practices.

Table 4 & 5 presents the frequency and percentage
of themes related to organizational culture and mitiga-
tion strategies. The results show that a security-focused
culture and employee training and awareness are prio-
ritized by the majority of participants. Supportive lea-
dership, incident response plans, access controls, and en-
cryption are also recognized as important themes. The
findings indicate that :

1. A security-focused culture is perceived by 43% of

participants (Table 4.1.7) and 25% of participants
report a very security-focused culture (Table 4.1.4).

2. Supportive leadership is recognized by 36% of par-
ticipants (Table 4.1.7) and 50% of participants re-
port supportive leadership (Table 4.1.4).

3. Employee training and awareness are prioritized by




. TABLE 5 — Organizational Cultur.
Awareness and Training

75 B Received Training Theme Frequency Percentage
B No Training Security- 6 43%
focused culture
01 Supportive lea- 5 36%
dership
215 Regular training 4 29%
E and awareness
% Encourages 3 21%
£ employee parti-
cipation
Other 2 14%
5 4
TABLE 6 — Challenges and Future Directions.
0- Theme Frequency Percentage
High awareness  Moderate awareness  Low awareness T oo 6 3%
Awareness Level SOUTCES and
budget
FIGURE 4 — Bar Chart of Awareness and Training of Lack of exper- 5 36%
Participants. tise and skills
Employee resis- 4 29%
TABLE 4 — Mitigation Strategies. tance to change
Keeping up 3 21%
Theme Frequency Percentage with  emerging
Employee trai- 7 50% threats
ning and aware- Other 2 14%
ness
Incident res- 6 43%
ponse plan sources and budget as a significant challenge to cyberse-
Neoems  conimlk 5 36% curity, followed by a lack of expertise and skills (36%).
and encryption Employee resistance to change and keeping up with emer-
epter coomty 1 29% ging threats are al§o r}otable cha.ller'lges. These resul.ts
audits suggest that organizations face significant obstacles in
implementing effective cybersecurity measures due to re-
Other 3 21%

source constraints, skill gaps, and resistance to change.

50% of participants (Table 4.1.8) and 50% of par- 3  Discussion of Findings

ticipants report employee training as a mitigation

strategy (Table 4.1.5). This study employed grounded theory methodology
to explore the human factors contributing to cyberse-
curity incidents in organizations. The analysis of inter-
view data revealed several emergent themes that support
existing research and contribute to a deeper understan-
ding of this complex issue. The most prominent theme

i ) . identified was the lack of awareness among employees
related to challenges and future directions in cybersecu- regarding cybersecurity best practices. This finding ali-
rity. The results show that limited resources and bud- o with previous research by Kumar ot al. (2020) and

get are the most common challenge (43%), followed by g} .1, o 1. (2021), highlighting the critical role human
lack of expertise and skills (36%), employee resistance to
change (29%), keeping up with emerging threats (21%),
and other challenges (14%). The findings indicate that
the majority of participants (43%) identify limited re-

4. Incident response plans are recognized by 43% of
participants (Table 4.1.8) and 42% of participants
report incident response plans as a mitigation stra-
tegy (Table 4.1.5).

Table 6 presents the frequency and percentage of themes

factors play in cybersecurity breaches. The data sug-
gests that inadequate awareness leaves employees sus-
ceptible to phishing attacks, cultivates weak password
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hygiene, and ultimately contributes to security vulnera-
bilities. While the study found that most organizations
prioritize cybersecurity training, the results also suggest
a gap between training initiatives and actual improve-
ment in awareness levels. This resonates with Srivastava
et al. (2020) who emphasized the need for effective trai-
ning programs that go beyond a one-time approach. This
finding underscores the importance of investigating the
design and delivery methods of training programs to en-
sure they translate into lasting behavioral change.

The study also revealed themes beyond training that
contribute to a security-focused culture. Participants em-
phasized the importance of supportive leadership, in-
cident response plans, access controls, and encryption.
This aligns with Chen et al. (2020) who highlighted the
significance of organizational culture and leadership in
fostering a proactive approach to cybersecurity. These
findings suggest a need for a multi-pronged approach that
not only focuses on training but also cultivates a culture
of security awareness and preparedness within the orga-
nization.

The study identified limited resources and budget as a
major cybersecurity challenge. This finding is consistent
with Algahtani et al. (2020) who emphasized the impor-
tance of resource allocation and skill development. Ad-
ditionally, the lack of expertise and skills emerged as a
theme, suggesting a need for organizations to invest in
workforce development programs to address the cyberse-
curity skills gap.

The study also recognized the challenge of keeping
up with emerging threats in the cybersecurity landscape.
Furthermore, employee resistance to change emerged as
a theme, highlighting the potential difficulty of imple-
menting new security protocols. These findings suggest a
need for organizations to develop adaptable and flexible
security strategies that address not only current threats
but also emerging ones. Addressing employee resistance
through clear communication and the demonstration of
the value of security practices can be crucial for success-
ful implementation. This grounded theory study contri-
butes to the existing body of knowledge on human factors
in cybersecurity incidents. The identified themes provide
valuable insights for organizations seeking to strengthen
their cybersecurity posture. Future research can delve
deeper into exploring effective training methodologies,
understanding the dynamics of security culture develop-
ment, and identifying strategies to overcome resource
constraints and employee resistance.

4 Conclusion

This explores the human factors contributing to cy-
bersecurity incidents in organizations, examining the im-
pact of employee behaviors, awareness, training, and de-
cision making on cybersecurity incidents and identifying
effective mitigation strategies. The findings of this study




highlight the significance of human factors in cybersecu-
rity incidents, emphasizing the need for organizations to
prioritize awareness training and education, cultivate a
security focused culture, and address resource constraints
and employee resistance. The study’s results demonstrate
that lack of awareness, phishing attacks, weak password
practices, and employee negligence are prominent human
factors contributing to cybersecurity incidents. The stu-
dy’s findings support existing research on the critical role
of human factors in cybersecurity breaches and empha-
size the need for organizations to adopt a multi-pronged
approach to cybersecurity that combines technological
measures with human-centred interventions. The conclu-
sions drawn from this study have important implications
for organizations seeking to strengthen their cybersecu-
rity posture. By understanding the human factors that
contribute to cybersecurity incidents and implementing
effective mitigation strategies, organizations can reduce
the risk of cybersecurity breaches and protect their digi-
tal assets.
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